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Recently, supply chain fragility as well as massive 

cybersecurity breaches have raised legitimate concerns about 
the need to rethink the entire global microelectronics value 
chain. However, there has been significant confusion 
regarding how to address the challenge, and unfortunately the 
recent availability of large government subsidies has 
incentivized the promotion of inferior solutions.   

 
Resiliency must be the focus, not perfectly secure systems. 

While the concepts are often conflated, they are in fact 
distinct. The latter goal is not only impossible, but also leads 
to deeply flawed solutions, where the pursuit of trust (e.g., 
trusted suppliers, trusted networks) becomes the proxy for the 
development of secure systems. For example, the US DoD’s 
focus on “secure and trusted” microelectronics has resulted 
in a reliance on trusted foundries, which ironically has 
degraded its security posture, not only because of the inherent 
flaw in perimeter defense approaches upon which trusted 
foundries rely, but also because they have forced the DoD to 
rely on older technology, making the DoD less competitive 
on the global stage, and more vulnerable to counterfeit 
products.  

 
By contrast, resiliency is defined by the International 

Council on Systems Engineering (INCOSE) as “the ability to 
provide required capability in the face of adversity” [1]. The 
pursuit of resiliency in complex systems acknowledges the 
reality that failures (whether of malicious origin or not) will 
happen, and that the goal should be to minimize their impact 
on operations.  

 
Today’s globally distributed and intertwined 

microelectronics value chain has evolved to be optimized for 
efficiency and innovation, not resiliency, and current events 
have highlighted the need to address this shortcoming.  The 
Zero-Trust (ZT) philosophy enables the design and 
implementation of resilient systems without incurring the 
negative consequences of pursuing “secure and trusted” 
systems. It assumes that any complex system (e.g., a network, 
a foundry, a supply chain) either has been or will be 
compromised, and that the pursuit of trust in any part of the 

system introduces a vulnerability that can be exploited. 
Therefore, it eliminates trust as a goal and instead focuses on 
data-driven quantitative risk assessment and management, 
where risks can include not only those related to adversarial 
attacks (e.g., cyber-attacks, malicious insertion, theft of IP), 
but also those associated with unintended human errors, 
natural disasters, and geopolitical dynamics (e.g., trade 
policies, pandemics).  Such risk assessment should be 
conducted on a continual basis, enabling dynamic decision-
making that adapts to updated information and enables the 
continual mitigation of the assessed risk.  The amount of 
mitigation can be tailored so that the estimated residual risk 
meets the risk tolerance (and associated cost tolerance) of the 
customer/application. It is important to emphasize that a ZT 
approach does not imply the elimination of risk – it is about 
risk management, not risk avoidance. The latter is not 
possible, and the pursuit of “perfectly secure”, “trusted”, or 
“zero-risk” systems is antithetical to what ZT is all about. 
 

Effectively implementing ZT in microelectronics will 
ideally entail instrumenting the entire lifecycle – from 
specification to design to fabrication to packaging and test to 
integration into subsystems and systems to 
fielding/operations – providing fine-grained measurements 
that enable continual risk assessment and subsequent 
mitigation should that risk exceed a pre-determined 
threshold. More specifically, quantitative assessments would 
be calculated at multiple stages along the lifecycle, with each 
assessment taking into account the particular risks (malicious 
and benign) associated with that stage.  

 
The practical implementation of such an approach cannot 

introduce significant throughput impact or prohibitive cost 
penalties. Fortunately, modern foundries are highly 
automated and collect large amounts of process data, test 
data, access data, etc., with a focus on improving quality, 
yield, and reliability. And a significant amount of data is 
collected at package assembly facilities for quality 
assessment as well. Thus, an obvious first step would be to 
begin with the data that is already collected and determine 
whether and how it can be used to provide additional 
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information that can reduce risk. It is possible, even likely, 
that experts could develop multiple analytic functions that 
would translate this data into quantitative estimates of risk; 
such development should be collaborative and transparent 
across the industry. Keeping such algorithms proprietary will 
not provide a competitive advantage, as everyone in the 
ecosystem will want to know what is being calculated as the 
underpinning of a risk assessment.  

 
It is reasonable as a next step to determine whether (and 

what) additional measurements could further reduce risk. 
Presumably, such additional measurements will introduce 
additional cost, so a tiered level of residual risk (or 
equivalently, a tiered level of assurance), will enable cost-risk 
trades. For example, the use of additional measurements that 
enable authentication and provenance within a certain 
probability might result in a “Tier 2” assurance level, while 
measurements that also enable inference of the probability of 
malign insertion remaining below a threshold might result in 
a “Tier 3” assurance level.  The analytics that calculate 
assurance levels at each step of the lifecycle may be a 
function of data collected at that step as well as of the results 
from prior steps. As noted above, the development of the 
algorithms that would translate the data into levels of 
assurance, as well as the definitions of those levels, will need 
to be developed collaboratively across the industry.  

 
There are clearly some challenges to implementing this 

approach, but they are not insurmountable. For example, 
every step along the lifecycle involves multiple 
vendors/suppliers, none of whom are likely to be willing to 
share data with each other. Modern data collection systems 
used for product quality/yield monitoring already encrypt 
data to protect it from IP theft [2]. It should be possible to 
apply encryption techniques to risk calculations as well, even 
if these calculations must include data from multiple vendors. 
In recent years, the field of secure computation has 
significantly improved the performance (reduced 
computational expense) of many multi-party encryption 
protocols (e.g., electronic voting, private information 
retrieval, etc.), and this expertise can be applied to this 
problem. [See Figure 1.] So, while what is measured and how 
probabilities of various risks are calculated based on those 
measurements should be openly defined and agreed upon, the 
measurements themselves can remain encrypted.  

 
A second challenge will be to ensure that the industry can 

quickly share lessons learned so that risk assessment can be 
continually improved across the lifecycle.  Risk matrices will 

be calculated based on known risks; as new risks materialize, 
they will need to be quickly added, and the appropriate 

 

 
 

 
 

measurements will need to be identified to mitigate them. The 
need for an open and transparent approach to enabling a 
dynamic risk assessment capability at each stage of the 
lifecycle cannot be overstated. While this will be challenging 
for such a diverse community of vendors and customers, the 
microelectronics industry already participates in several 
successful standards bodies (e.g., IPC, IEC, JEDEC, IDEA, 
IEEE, SAE, SEMI) to accomplish similar objectives.  
Furthermore, maintaining open standards will help to foster 
innovation in the development of measurement tools and 
techniques – such a result has been observed in other open-
standards activities (e.g., the explosion of new companies and 
technologies supporting the Open RAN architecture being 
driven by the O-RAN alliance [3]). 
 

Finally, the economic hurdles of implementing a multi-
tiered quantitative risk assurance approach across the 
lifecycle must be acknowledged, particularly for those 
vendors with low margin businesses. Fortunately, the return 
on investment from making measurements that will lay the 
foundation for implementing ZT should be demonstrable 
through the positive impact that such measurements will also 
have on quality, yield, and reliability.  For example, the 
demand for quality and reliability improvement will continue 
to escalate from the automotive industry.  Modern cars 
contain around 8000 chips [4], a number that will only 
increase, particularly as autonomous driving gains 
popularity. This means that acceptable failure rates will 
become increasingly challenging to meet, which should drive 
demand for more measurements particularly to the “left” of 
the lifecycle (e.g., in the fab). 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.1: Implementing Quantitative Risk Assessment along the entire 
lifecycle 
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Furthermore, there are lessons to be drawn upon from the 
cybersecurity arena. For many years, information security 
officers had the near-impossible task of convincing their C-
suite colleagues to meaningfully invest in cybersecurity – the 
benefits were very difficult to quantify in terms of the 
bottom-line, especially because traditional cybersecurity 
methods relied heavily upon perimeter defense strategies that 
were not very effective. However, as data breaches and 
ransomware attacks have become more prevalent and costly 
(e.g., the 2020 SolarWinds attack and the 2021 Colonial 
Pipeline ransomware attack), the demand for a cybersecurity 
methodology that enables resiliency against such threats has 
resulted in a pivot away from perimeter defense and toward 
ZT. In 2020, the NSA issued a public endorsement of a ZT 
security model [5] and NIST published a conceptual 
framework for implementing a Zero-Trust architecture 
(ZTA) for enterprise networks [6]. And on 26 January 2022, 
the White House issued a memorandum that sets forth a ZTA 
strategy for all federal departments and agencies, stating, “In 
the current threat environment, the Federal Government can 
no longer depend on conventional perimeter-based defenses 
to protect critical systems and data.” [7]. 

 
It is not difficult to imagine a devastating ransomware-like 

attack on an OEM based on an exploitation of the 
microelectronics lifecycle. Hence, there should be growing 
interest and support from OEMs to invest in a complete ZT 
approach such as the one outlined above.  

 
Such attacks are also of great concern to the national 

security community and have been a key driver of the flawed 
focus on “trusted foundries”. Rather than continuing to 
pursue a strategy in microelectronics manufacturing that it 
has recognized is fundamentally flawed for cybersecurity, the 
USG, especially the DoD, should take a leadership role in 
accelerating the adoption of the ZT approach across the 
microelectronics lifecycle.  Specifically, the DoD should 
work closely with the commercial sector, particularly the 
OEMs, to define quantifiable assurance standards for 
commercial microelectronics. This will enable the national 
security community to confidently access state-of-the-art 
commercial microelectronics that are critical for next-
generation systems – access that “trusted foundries” simply 
cannot provide. In recent years, the DoD has begun to 
transition toward a ZT approach, publicly advocating for the 
development of quantitative assurance standards in design 
[8], fabrication [9], and advanced packaging [10]. However, 
these initiatives have also placed an emphasis on “onshoring” 
these capabilities. While onshoring advanced fabrication and 

packaging manufacturing should bolster the US 
microelectronics industrial base, this goal should not be 
conflated with that of developing a resilient supply chain 
through ZT. Onshoring is no different than a perimeter 
defense approach unless it is accompanied by the 
development and use of quantitative assurance standards. But 
more importantly, onshoring the entire global semiconductor 
manufacturing lifecycle, for all types of semiconductors, is 
simply infeasible. Thus, the DoD must not limit its 
development of assurance standards solely to onshore 
facilities – such standards should be defined and 
implemented throughout the global ecosystem. Only by 
applying a ZT methodology to the entire ecosystem will we 
be able to elevate the resilience of microelectronics for all 
customers, to include the DoD.  
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ACRONYMS 
 
DoD: Department of Defense 
IDEA: Independent Distributors of Electronics Association 
IEC: International Electrotechnical Commission 
IEEE: Institute of Electrical and Electronics Engineers 
INCOSE: International Council on Systems Engineering  
NIST: National Institute of Standards and Technology 
NSA: National Security Agency 
OEM: Original Equipment Manufacturer 
RAN: Radio Access Network 
USG: United States Government 
ZT: Zero-Trust 
ZTA: Zero-Trust Architecture 
 
 
 
 

14 CS MANTECH Conference, May 9 -12, 2022



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType true
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Helvetica
    /Helvetica-Bold
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU ([Based on 'Hi-Res for Proof'] [Based on 'Hi_Res for Print'] [Based on 'Hi_Res for Print'] [Based on 'Hi_Res for Print'] [Based on 'Hi_Res for Print'] [Based on 'Hi_Res for Print'] [Based on '[High Quality Print]'] Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (U.S. Web Coated \(SWOP\) v2)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 9
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


